Security and Access examples – Highlighted areas need to be edited to meet your location
Access Controls / Physical:

Building Entrances:
· ___________ is the main entry to the building
· Additional entries include
Building Hours:
· ___________is open to the public during standard university business hours (Monday–Friday, 8:00 AM – 5:00 PM).
· Outside of business hours, access to the building requires a (physical key/card access).
Departmental Office Access:
· All departmental offices within __________ are secured with physical keyed locks.
· Only authorized employees have keys to their respective offices. Keys are issued and tracked by each supervisor.  (Are there spare keys accessible to others?)
Key Protocol:
· Employees are required to report lost or stolen keys immediately to Campus Public Safety and their supervisor.
· Key duplication is prohibited without prior university authorization.

Visitor Access:
· Visitors have access to the building during business hours and do not need to be escorted.
· After-hours access should be pre-coordinated with Campus Security if necessary.


Communications and Information Systems / Cyber :

Workstations and Devices:
· All staff computers are password-protected and auto-lock after a period of inactivity. 
· Staff must log off or lock screens when leaving workstations unattended.
Data Security and Storage:
· Sensitive documents and student data must be stored in secure, access-controlled digital systems (e.g., CRM, UCCS systems).
· Hard copies with sensitive information should be locked in desk drawers or filing cabinets after use.
Email and Digital Communication:
· Staff should follow university guidelines on phishing awareness, password security, and use of encrypted email for confidential student information.
· Two-factor authentication (2FA) is required for access to university systems and CRM platforms.
IT Incident Response:
· Any cybersecurity threat, phishing attempt, or system malfunction must be reported immediately to the Office of Information Technology (OIT) and the Chief Enrollment Strategist.


Evacuation Procedures:

Primary Exits:
· ______ has three exterior exits, clearly marked with emergency signage.
· Give specific details of all exit points
· Employees should be familiar with the nearest exit from their office location.
Evacuation Roles & Meeting Point:
· The Director or most senior staff member present will act as evacuation lead, ensuring all departmental employees are accounted for.
· The designated departmental meeting point is ____________
Emergency Evacuation Plan Includes:
· Taking only personal items and critical documents if time and safety allow.
· Assisting individuals with mobility limitations.
· Waiting at the meeting point until further instructions are provided by Campus Public Safety or emergency personnel.
Fire Drills and Safety Checks:
· Employees are encouraged to participate in annual fire drills and review evacuation maps posted in building hallways.
